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ABSTRACT

In MANET (Mobile Adhoc Network) the physical connectivity of
the network keeps on changing dynamically. Because of the
several MANET constraints such as limited bandwidth, mobility,
battery power etc; it becomes very important to design a protocol
that suits the requirements for MANETS. In this paper, we
suggest a protocol mechanism which is loosely based on a
reactive protocol AODV (Ad Hoc On demand Distance Vector
Protocol). The proposed protocol uses the time concept based on
first come first served basis for path choosing process, hence the
name Time On Demand Distance Vector Protocol (TODV). The
protocol design presented here suits the MANETS dynamic
topology perfectly in finding the best path or route for data
communication. The simulation study reveals that the proposed
protocol outperforms than existing AODV, in terms of throughput
and end-to-end delay.
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1. INTRODUCTION

The basic threats for packet forwarding and routing in MANETS
are attacks. MANETS cannot be made free of attacks since it is
infrastructure less, dynamic topology and no centralized control.
The basic function that is carried by any of the network is routing
and packet forwarding. For packet forwarding in the network the
nodes will depend on each other because of their limited number
in the transmission range. As a result, embedding solutions in
routing protocols to handle attacks poses a challenge to the
researchers [1]. Basically the routing threats due to attacks in
MANETS are mainly because of malicious nodes [2] and selfish
nodes [3]. Malicious nodes mainly launch attacks solely to disturb
the normal functioning of the network by performing some
harmful operations at the cost of their battery life whereas selfish
nodes do not cooperate in the normal functioning of the network
to save their battery life for their own communication. Malicious
nodes can cripple the network by inserting erroneous replaying
old routing information, changing routing updates, or advertising
incorrect routing information so that the network is not able to
provide service properly. Attacks like reducing the amount of
routing information available to other nodes, failing to advertise
certain routes or discarding routing packets or parts of routing
packets are due to selfish behavior of a node. Two main
approaches are used to make routing protocols handle attacks in
ad hoc networks. The first approach aims at detecting the
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malicious nodes while computing the route in the network and re-
routing the packets around it, mostly along the shortest path
among them. Most of these protocols [4, 5, 6, 7, 8, 9, 10, 11 and1]
are based on existing ad hoc routing protocols like AODV [12],
DSDV [13] and DSR [14], redesigned to handle attacks. The
second approach [15, 16, 17] separates the detection of malicious
nodes from routing [1].

Albeit designing a routing protocol is a major challenge in
MANETS, since it involves certain issues which have to be
covered. The main issues are mobility, bandwidth constraint,
hidden and exposed terminal problems, shared broadcast channel,
resource constraints and others. When designing a routing
protocol some of the characteristics should be considered as
follows [18]:

»  The routing protocol should be distributed in nature, so that it
will be more fault tolerant than centralized routing.

»  The network is dynamic in nature due to frequent topological
changes and mobility of nodes.

» The number of nodes in the network should be less and

involves least complexity in computing routes and

maintenance. Access to routes should be easy and connection

setup should be fast.

The routing protocol should be loop free and free from stale

routes.

The transmissions should be reliable, which reduces message

loss and collisions.

The usage of resources like bandwidth, computing power,

memory and battery should be used optimally.

The topological information that changes frequently should be

maintained by all the nodes in the network.

The protocol should be time sensitive for specific applications.

vV VvV VY V VYV

The main criterion considered in this paper is that the protocol is
mainly based on the routing information update mechanism,
which is called reactive or on-demand routing protocols. In these
protocols no topological information will be maintained. The path
set up will take place only when the nodes want to communicate.
Hence there will be no frequent updating of routing information in
the network. One such on demand routing protocol is AODV,
which can be the basis for designing similar protocols which can
tackle the ad hoc issues to the greater extent.

2. RELATED WORK

The need for a secure routing protocol or a mechanism to
overcome the misbehavior problem of wireless networks
including MANETs has been studied by many researchers.
Various protocols and schemes have been proposed to prevent
malicious activities in MANETS.
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Marti et al. [19] Proposed a watchdog and pathrater schemes to
improve the throughput of MANET in the presence of
misbehaving node. To keep tracking of misbehaving nodes
watchdog is used and to abandon routing process through the
misbehaving nodes pathrater is applied. Yang et al. [20] proposed
an extended version of AODV with a self —organized security
approach. Here a node only with valid token, can participate in the
route discovery and data packet delivery.

Collaborative Voting System (CVS) is another mechanism
proposed to overcome limitations of watchdog mechanism. This
approach has some constraints like computational overhead which
will consume more energy and communication overhead which
will increase network traffic. Later Zhong proposed a credit-based
scheme, termed Sprite [21]. In Sprite, nodes keep receipts of the
received/forwarded messages. In the network architecture of
Sprite, the CCS (Credit Clearance Service) is assumed to be
reachable through the use of the Internet, limiting the utility of
Sprite.

The CONFIDANT protocol proposed by Buchegger and Le
Boudec in [9] is an example of reputation-based schemes. The
protocol is based on selective altruism and utilitarianism, thus
making misbehavior unattractive. CONFIDANT consists of four
important components - the Monitor, the Reputation System, the
Path Manager, and the Trust Manager. They perform the vital
functions of neighborhood watching, node rating, path rating, and
sending and receiving alarm messages, respectively. The scheme
has got the same problems as that of watchdog scheme.

The 2ACK scheme proposed by K. Balakrishnan et al. [22] does
not rely on end-to-end acknowledgment. Such an
acknowledgment scheme may not exist in some traffic flows
(such as UDP). Instead, the 2ACK scheme tries to detect
mishehaving links as the links are being used. Since it is a
proactive detection approach, it needs faster and quicker detection
of misbehaving links. Kejun Liu et al. [23] proposed another
2ACK scheme to mitigate the adverse effects of misbehaving
nodes. The basic idea of the 2ACK scheme is that, when a node
forwards a data packet successfully over the next hop, the
destination node of the next-hop link will send back a special two-
hop acknowledgment called 2ACK to indicate that the data packet
has been received successfully, which is only for a fraction of data
packets to reduce overhead.

Dhaval gada et al. [24] proposed a scheme related to the number
of RREQ’s (route requests). In original AODV, a malicious node
can override the restriction put by RREQ_RATELIMIT [25]
parameter (limit of initiating /forwarding RREQs) by increasing
or disabling it. A node in the network can able to do so because of
its self-control over its parameters. The default value for the
RREQ_RATELIMIT parameter is 10 as proposed by RFC 3561.
A compromised or a malicious node may choose to set the value
of parameter RREQ_RATELIMIT to a very high number. This
allows it to flood the network with fake RREQs [25] and lead to a
kind of DoS attack. In this type of DoS attack a non-malicious
node cannot fairly serve other nodes due to the network-load
imposed by the fake RREQs. This leads to the problems such as
bandwidth wastage, creating more overhead by wasting the nodes
processing time, exhaustion of the network resources like memory
(routing table entries), exhaustion of the node’s battery power.
These underperformances further leads to degraded throughput.
Most of the network resources are wasted in trying to generate
routes to destinations that do not exist or routes that are not going
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to be used for any communication. This implies that the existing
version of AODV is vulnerable to such type of malicious behavior
from an internal node (which can be a compromised node,
malicious node or a selfish node).

To overcome a sort of problems not all we are proposing a
mechanism which is mainly based on topology of MANETS and
reduces the time consumed in path detection process the RREQ
limit in the proposed scheme is not set unlike in AODV, but it is
left to the usage choice and depends on the network density also.
For the proposed work the limit has been set to 3 i.e. a hode can
send RREQ to any 3 of its neighbors considering 30 and 50 node
capacity network. The proposed scheme is incurring very less
overhead, as it makes minimal modifications to the existing data
structures and functions related to blacklisting a node in the
existing version of pure AODV (RFC 3561). Secondly the
proposed scheme is more efficient in terms of its resultant routes
established, resource reservations and its computational
complexity. Thirdly, the mechanism successfully avoids the
occurrence of more than one malicious node to participate in
active routing process.

We are yet to evaluate few attacks against AODV routing protocol
and the proposed protocol in future and also check for the
defensive approach applied on the mechanism proposed.

3. PROTOCOL DESCRIPTION

This paper concentrates on one of the reactive protocol that is
AODV [26] (Ad hoc on demand distance vector protocol) which
uses an on demand approach to find routes. The route will be
active only when the source node is ready to send some data
packets. The original AODV uses destination sequence numbers
to identify the most recent path. The source node and intermediate
nodes contain the next hop information for packet transmission.
The policy of an on demand protocol is that the source node
floods the Route Request (RREQ) whenever it sends data through
the network, since the source couldn’t find any routes to forward
the data. In the process of finding route there may be possibility of
finding several routes to destination. According to original AODV
the path is found by using destination sequence number.
Whichever the route is having the highest destination sequence
number compared to that of last stored, the path will be get
selected for data transmission.

A slighter modification to the existing AODV protocol has been
considered in this paper. The RREQ carries Source Identifier
(SID), Destination Identifier (DID) and a Route Node Collection
packet (RNC). The SID denotes the source address, DID denotes
the destination address and the RNC packet contains the
intermediate node IDs address through number of hops as shown
in figure 1. That is the RNC packet gives the route definition with
total number of hops defined to every node it has visited. As
mentioned earlier the limit for RREQ is 3 set for any of the source
node, which starts flooding RREQs through the network. Once the
RREQ reaches every node, it checks the DID with itself and if not
matched forwards further to the next neighboring nodes. In this
modified protocol version the RNC packet has different route
node collection information. Every node maintains route
information about the neighboring nodes. Every RREQ to a
destination node generates a Route Reply (RRPLY) packet. The
RRPLY packet contains a SID, DID and a RNC packet. Here the
notations change, as the SID denotes the destination node address,
DID refer to the source node address and RNC again gives the
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route information it has collected through the RREQ process. In
RRPLY DID takes data from RNC to which node it has to pass
the RRPLY until it reaches source node. The RRPLY will come
from different routes to source node. The first come first served
basis is applied here instead of considering the destination
sequence number concept. The RRPLY which arrives first, means
which takes minimum time to reach source node will be the
shortest path in that instance of time; this is because the MANET
topology is dynamic in nature. To count the time of every RRPLY
that arrives back to source node a clock will be set at the chosen
source node. As the next step the path chosen will be considered
for data communication between source and destination nodes.
Parallely the other alternative routes possible will also be
maintained in database, in case if first route is proved to be
malicious.

. — RREQ
14 . 4----RRPLY

S-Source, D-Destination, |11 to 18-Intermediate nodes
Consider RREQ1 from S to I1:

RREQ1: (SID, DID, RNC= ({S —p.11—3.D}, 3Hops))
RREQL: (SID, DID, RNC= ({S_. 11— 16D}, 4Hops))
RRPLY1: (DID, SID), {D—p16—p 11 —3S})

RRPLY1: (DID, SID), {D_.18__J6__yJ1 _ S}

Figure 1: A Scenario of MANET showing the contents of RNC
Packet.

The structure of RREQ in the designed TODV protocol is as
shown in table 1:

Table 1: RREQ Packet

DID=source SID=destination node RNC

node

The structure of RRPLY in the TODV protocol is as shown
in table 2:
Table 2: RRPLY Packet

SID DID RNC
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3.1 Performance Evaluation
The metrics for evaluating the performance of the TODV protocol
are as follows for detailed routing protocol analysis.

« Throughput — It is defined as the total useful data received per
unit of time.

» End-to-End Delay (Path Optimality) — the difference between
the numbers of hops a packet took to reach its destination and the
length of the shortest path that physically existed through the
network when the packet was originated.

The protocol is checked for the misbehaving links by launching
attacks on a selected route. In such cases the acknowledgments
from the destination are carrying some message indicating
misbehavior or missing. Because of this the source node of a TCP
session may slow down or even stop sending packets. Therefore, a
more reasonable performance metrics is the total number of
packets that are received at the destination. The comparison is
made between end to end delay, normalized number of packets
that are received, of AODV and the TODV protocol in the TCP
traffic scenario.

3.2 Simulation Environment

To analyze the TODV protocol, a real time simulation is
conducted by using a simulator designed and developed at the par
to standard available simulators. The wireless transmission range
of each node was 250 m. Traffic sources of constant bit rate
(CBR) based on TCP have been used. The CBR and TCP mobility
scenario of 30 and 50 nodes with maximum speed of 10m/sec and
for simulation area of 100 x 70 flat area is conducted. For each
data entry with 4 bytes and 8 bytes, 5 simulation runs were
conducted to obtain the average value.

The snapshot in figure 2 indicates packet transmissions among
nodes within the power range. For the AODV protocol block,
main events of concern are the Route request, Route reply and
data packets.
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Figure 2: Simulation Environment
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4, SIMULATION RESULTS
The simulation results of AODV and TODV are as follows:
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Figure 3: End-to-end Delay of TODV and AODV

Figure 3 shows the average end to end delay of the proposed
TODV protocol with AODV. For less number of bytes the AODV
shows consistent performance in delay and increased delay when
number of bytes is raised to 8. We can observe that the delay will
be more for AODV than the proposed protocol with 30 node
density network. The end to end delay increases as the bytes are
increased in case of AODV protocol. Compared with the AODV
scheme, the proposed protocol shows much lesser end-to-end
delay.
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Figure 4: Throughput of TODV and AODV

In Figure 4, we present the relative throughput, normalized
number of packets received, when the proposed TODV protocol
and AODV are used. The relative throughput reduces for both
TODV protocol and AODV when the number of nodes is
increased from 30 to 50 and then again increases. Also, we can
observe that the proposed protocol outperforms AODV in terms
of relative throughput, especially in the networks with larger
number of nodes.

When compared to original AODV, the proposed protocol TODV
based on AODV works with respect to time constraint rather
considering the destination sequence number concept. The
advantage of this protocol is whichever RRPLY comes faster i.e.
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with minimum time, that route will be chosen as the best route.
This reduces the complexity of assigning sequence numbers for
nodes and calculation of highest sequence number of routes.

5. CONCLUSION

As AODV is one of the best reactive routing protocols for
MANETS, this attempt is just a minor contribution towards
designing new protocol suite. The time concept will reduce the
complexity of calculation of sequence numbers. The performance
of the TODV protocol ensures that it is outperforming than
AODV. Further the research can be continued in finding out
whether the protocol is against attacks to make it robust in nature.
The number of network metrics can be increased to measure the
performance of the protocol proposed as the next step towards the
research work
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