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ABSTRACT

In this paper, a Decision Support System for Alarm
Rationalization using Risk Assessment Matrix (ARRAM) is
proposed. When performing alarms review and classifying
alarms priority, the ARRAM prototype would be used by
process engineers after taking into consideration the safety
impact, environmental impact and economic consequences of
the hazards. The ARRAM prototype pre-determines the
response time available to plant operators before the hazards
occur. The objectives of this paper are two-fold: (1) To
configure the alarms by using Risk Assessment Matrix and
(2) To develop a prototype for classifying the alarms in oil
refinery focusing on Crude Distillation Unit. The proposed
ARRAM model provides a user-friendly interface for
decision maker in making accurate and timely decision when
rationalizing random alarms data. Preliminary results show
that ARRAM is a useful tool for training new process
engineers in familiarizing with alarm management system in
oil refinery.
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1. INTRODUCTION

Chemical process industry typically has large inventory of
hazardous chemicals and often it is highly congested with the
existence of composite pipe lines and other related equipments for
process operation. Risk assessment matrix in chemical process
industry is becoming an increasingly important issue for
safeguarding human and ecosystem from damages caused by
them. Quite often, alarms are one of the important elements of the
safety systems in process plants. They indicate undesired or
potentially dangerous situations to plant operators. Alarms are
always intended for plant operators to follow-up. Therefore, the
most important principle when reviewing alarm systems is
identification of the human factors involved. Generally, plant
operators are overwhelmed when dealing with huge information
overloads. Human may also make mistakes or act too late. A poor
functioning alarm system is always noted as a cause to the
seriousness of upsets, incident and major accidents. So, human
intervention should only be applied to provide a limited reduction
of risks.
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In the past, there were a large report of major accidents in this
world with a number of fatalities, economic downturn, and harm
to the environment. This is proved by the multiple series of
explosion and fires at:

e BP’s Texas City refinery which killed 15 people and injured
170 on March 23, 2005.

o Another explosion occurred on 10 August 2008 in Sunrise
propane storage facility in Toronto evacuating thousands of
people and killed two [1].

To prevent these accidents from being out of control and to put
the risk to a level as low as reasonably practicable, alarm
management system need to be improved by classifying the alarm
into their respective priority. Poor management of alarm system
will put thousands of lives or even million at risk and contribute
to losses of million dollars.

Basically, alarms are triggered based on critical parameters in
process plant such as flow, humidity level, temperature, and
pressure. Each parameter has their respective set points which are
determined by operation unit, process engineer, and the plant
supervisor. This has been done by the identification and
assessment of minor and major risk contributors, which can be
achieved using risk assessment matrix.

Clear and understandable alarms are really important to
identify the cause of a problem. In other words, when various
problems occur such as alarm flood, the Distributed Control
System should filter the alarms and provide corrective action for
operators to deal with. Eventually, it minimizes the risk involved
in oil refinery. In this paper, a DSS Model is proposed to help
decision maker such as process engineer in analyzing random
alarm data and to make accurate and timely decision.

2. RESEARCH CONTRIBUTION

The main contributions in this research are as follows:

*  The prototype ARRAM helps novice process engineers to
pre-determine or configure the priority of respective alarms
during alarm rationalization discussion between operation
unit and other plant superiors.

»  This ARRAM can be utilized as a useful tool for training
new process engineers in familiarizing with alarm
management system by considering the economic impact,
health and safety impact and also environment impact.



3. BACKGROUND STUDY

Alarm Management System consists of a set of procedures and
practices for determining, documenting, designing, operating,
monitoring and maintaining and sustaining alarm system. Alarm
system is well-known as a contributing factor to the seriousness of
upsets, incidents and major accidents [3]. This system is widely
used in current process industries that utilize computer-based
Distributed Control System (DCS) and covered by the
International Standard IEC 61508.

According to Peter Endow, there are three common problems
that are linked to alarms namely standing alarms, background
alarms and alarms flood [4]. Several attempts had been made to
reduce the alarms flood problem but some still persist as major
problem and safety-related alarms are a source of real concern.

Alarm management system links with DCS via the Data 1/0
function which interprets real-time data and alarm messages from
DCS. In order to build historical database which contains all the
information on triggered alarm, Knowledge Database uses real-
time process data and alarm messages. Information captured on
triggered alarms is date, time, criticality, and actions done by
operators [5]. Quite often, one or two alarms is/are left unattended
by panel operators when alarms flood occur. Those alarms will be
automatically reset to initial values which are configured earlier.

Decision Support System (DSS) is identified as a business
intelligent system which designed to support and provide tools in
solving managerial problems that other computerized techniques
cannot [2]. This DSS is very useful when facing a problem like
developing this ARRAM. It is because in order to get the correct
priority of alarms, human judgment and expertise is required and
it is too subjective to be automated in a system. C.W. Holsapple
and M. P. Sena reiterated that DSS has several advantages such as
increasing a decision maker’s ability to process knowledge,
enhance decision maker’s skill to handle large scale or complex
problems, fast when making a decision, improve reliability and
accuracy of the outcomes and decision process, and encourage
decision makers to discover and explore the outcomes or
consequences that might be happen in future [6].

Risk assessment is a method which several organizations focus
on critical areas of concern and prioritize their use of resources in
order to maximize response to the alarms and recovery efforts.
Usually, the business and government leaders try to predict the
pros and cons that might cause in making strategic decisions by
implementing or failing to implement those decisions. The risk
assessment matrix can be viewed and analyzed as a rational
extension of that process [7].

4. METHOD

A site visit was made to the oil refinery plant. Interview was
conducted on control engineers in the oil refinery and also the
vendor who implemented the Distributed Control System for
better alarm management in the refinery.

Fig.1 shows the components or subsystems in DSS
model for alarm rationalization using risk assessment matrix.
Generally, all data will be retrieved from Internal Data as lock
data in DCS. User can communicate with and command the DSS
through  components such as Consequence Category,
Consequence Class and Response Class. Consequence Category
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acts as a catalyst for the most important subsystem where the
knowledge and experience by experts are required to determine
the correct criteria for each alarm whilst user interface subsystem
is used as an assistant for the decision makers or users to interact
with the system.
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Fig.1 Proposed Decision Support System (DSS) Model for
Alarm Rationalization

The proposed alarm rationalization model examines the three
impact areas (i.e. economic impact, health & safety impact and
environment impact) and response times taken by panel operators
in determining the priority class of the triggered alarms. The
alarms are then prioritized as Emergency (E) alarms, High (H)
alarms or Low (L) alarms.

Fig. 2 shows the overview of the proposed ARRAM
framework. The input will be retrieved from internal data that
gather in DCS as lock data. It is because this ARRAM is not run
on fly system and the back end value is not involved with actual
parameter. All the potential impacts need to be selected first
before rationalizing it using Risk Assessment Matrix.
Rationalization rules will link and prioritize all selected impacts
and response time and perform decision making process.
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Fig. 2 An Overview of the Proposed ARRAM Framework



All process flow involved in the prototype is described in Fig.3.
The input data will be extracted first from DCS and all the
possible consequences need to be determined. Rationalization
rules will be fired if the antecedents (conditions) are met for
economic, health and safety and environment impacts. It would in
turn relate those impacts with the response time to produce the
right consequence class as the output.
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Fig. 3 Flow Chart of Alarm Rationalization Process

4. DISCUSSION AND ANALYSES

From the interview conducted, a number of cases or scenario is
investigated to formulate the rules from the risk assessment
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matrix. The Risk assessment matrix consists of consequence
category, consequence class, response class and priority class. An
excerpt of sample of questionnaires is shown in the Appendix
section.

In order to determine the priority (E=Emergency, H=High or
L=Low) of each alarm in the DCS alarm system, the operation
engineers, technologist, control engineer, accountant need to sit
together and discuss to determine the exact value of every
consequence category. For operation unit, they are responsible to
determine the available response class to operator while
technologist in charge will decide the consequence class if the
alarm is left unattended. Control engineer is accountable for
modifying the alarms setting in main control room while the
accountant would determine the economical impact to find the
exact value of production losses.

Examples:

Casel: [ 1~ IF(Consequence categoryon Economy=No /slight effect) AND
(Consequence category on Health Safety =No/slight injury) AND
(Consequence categoryon Environment=No slight effect)

THEN
CONSEQUENCE CLASS=NEGLIGIBLE
[ TF (Available response time < 5 mins) THEN

PRIORITY CLASS=LOW

Casel: [ - IF(Consequence categoryon Economy=No /slight effect) AND
(Consequence category on Health Safety =No/slight injury) AND
(Consequence categoryon Environment=No slight effect)

THEN

CONSEQUENCE CLASS=NEGLIGIBLE

IF (Available response time > 5 mins AND
Available response time 15 mins) THEN

PRIORITY CLASS=LOW

Case3: [ IF(Consequence categoryon Economy =No/slight effect) AND
(Consequence categoryon Health Safety =No/slight injury) AND
(Consequence categoryon Environment=No /slight effect)

THEN
CONSEQUENCE CLASS=NEGLIGIBLE
[ IF (Available responsz time > § mins) THEN

PRIORITY CLASS=LOW

The

updated priority of alarm can be rationalized after all engineers,
including control engineers and operation engineers, technologist,
accountant and plant supervisor have discussed and determined
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the exact consequence category can occur if an alarm is left
unattended.

Previously, tag number for 21T251 has been set to High
consequence class and High priority of alarm as shown in Fig.4.
After having discussion among the process engineers, they found
out that, the consequence and priority class for this tag number is
not suitable. User will have to get new consequence class and new
priority class based on these criteria:

2 Marm Rationalization using Risk Assessment Matrix

T
1

Level is very important in this tank, because tank in CDU
need a certain level for it to cater in one time.

This tag number will give rise to Environmental impact
because it will effect surrounding if level of this tank is out of
control.

.. The consequence category is Major Effect.

Health and Safety also gives high impact or even extreme in
this area. For sour gas scrubbing system, when someone wants
to enter the tank that contains sulfur they need to wear special
equipment and undergo certified training. They have to climb
up the tank and of course this also will affect their health and
safety.

The consequence category for the Health and Safety need
to be changed to Multiple Fatalities.

For Economic impact, it depends on certain situation. If
someone got injury or even died, of course the economic loss
occeurs.

.". The consequence category is Major Effect.

For Response Class, plant operators need to response fast if
worst case scenario happened.

.. The Response Class is Short ( less than 5 min.).
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Fig. 4 Previous Classification Data

Fig.5 illustrates what the consequence class is when one of the
items (Major Effect 1-10M) in “Economic Impact” Combo Box is

selected.
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Fig.5 Economic Impact Selected Item

Next, user selected “Major Effect” from “Environment Impact”
Combo Box. The Consequence class shown in Fig.6 still remains
the same result as “High”.

‘Alarm Rationalization V1,00

Fie

Resut Select Impact

Tag Nurber
211250

Economic Impact
Major Effect (1-10M) v

Consequence Class
High

Priority

Updated Classiication

Tag Number Consequence Class Prionty Health and Safety Impact
v
Environment Impact
Major Efect \
Resporise Class
Available Response Time
v
‘ Display ‘ | Delete ‘ ’ Piint ‘

[ | [ | [

Fig.6 Environment Impact Selected Item

It happened that way because Consequence Class “TextBox”

will take the most critical consequence category based on the

risk assessment matrix. When Multiple Fatalities have been
selected from “Health & Safety” ComboBox, the output in
Consequence Class “TextBox” will be changed to Extreme as
shown in Fig.7.
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Fig.8 Determine the Priority of Alarms

Fig.8 shows how the priority of selected tag number is displayed.
In order to get the “Priority” output, last input from “Response
Class” Combo Box need to be determined upon pressing the
“Prioritize” button. All information and output can be displayed
in “Updated Classification” section by pressing “Display” button.
The alarm triggered from location tag number 21T251in the CDU
unit has been classified as Emergency alarm with priority which is
labeled as E.
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5. PERFORMANCE EVALUATION

System evaluation for ARRAM has been conducted and this
system has been tested and evaluated by process engineer who has
30 years of industry experience. Based on his vast experiences
and knowledge in oil and gas industry, this prototype system has
been tested and evaluated by him in order to verify the reliability
and accuracy of ARRAM. A set of questionnaire has been created
based on Likert Scale and this system is evaluated using 5-point
scales format as stated below [8]:

1 — Strongly disagree

2 — Disagree

3 — Neither agree nor disagree

4 — Agree

5 — Strongly agree

Table 2. System Evaluation Result

Evaluation based on Likert Scale
Questions Process Engineer

Is the system easy to use and user friendly? 4

Are the result produced by the system understandable? 3

Are the outputs you get in this system correctand 4

relate to Risk Assessment Matrix?

Is the system helpful in assisting engineers and 4

operation unit in alarm rationalization?

Is the system produce accurate result? 3

Average 36

6. CONCLUSION

Alarms are good indicator for safety status in process plant.
Alarms if left unattended will contribute to plant shutdown and
give big impact to the environment, health and safety and also
economic. By using ARRAM, the alarms can be configured by
taking into consideration the economic impact, health and safety
impact and also the environment impact. Based on the outcome of
system evaluation, the rationalization of alarms in oil refinery
using risk assessment matrix produces satisfactory result. The
prototype ARRAM is a useful tool for novice process engineer to
configure the alarm using risk assessment matrix. For future work,
we will explore fuzzy optimization techniques in prioritization of
alarms in the control room of refinery plant [5],[9],[10],[11],[12].
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7. APPENDIX

Q1. Based on your experiences in chemical process industry,
could you please determine which area have frequent of
alarms?
Answer: Actually, it is based on place or certain area. For
example in area like column, the Flow and Level frequently
produce the alarm.

Q2. | want to get your opinion regarding the Tag Number in this
prototype. Does it relate to the real situation which has been
practiced in refinery?

Answer: Most of the tag number is an indicator. So, if you
want me to categorize it based on consequences, we must
take a look first at what type of impact will happen in that
area. Then choose the appropriate consequences in order to
produce the right priority of the alarm. The Tag number must
be relevance with the area that has been chosen.

Q3. Among Flow, Level, Temperature and Pressure, which
indicator has high level of alarms?

Answer: Pressure & Temperature have high level of alarms.
Flow and Level are not critical type of alarms.
Pressure is the most sensitive one.

Q4. In real time situation, how does operator handle the alarm
that has been triggered?

Answer: There are two ways to handle the alarm.

e They can open and close valve at DCS, for those which
have direct access to DCS.

e The operator will go to field where the point is not
connected to DCS. The one which is connected to DCS is
the one who has high priority.
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