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ABSTRACT

An application of improving the end-to-end packet loss
estimation has been presented in this application oriented
research paper along with the simulation results in Java
environment.  Measurement and estimation of packet loss
characteristics are challenging due to the relatively rare
occurrence and typically short duration of packet loss episodes.
While active probe tools are commonly used to measure packet
loss on end-to-end paths, there has been little analysis of the
accuracy of these tools. The objective of our simulation study
done in java language is to understand how to measure packet
loss episodes accurately with end-to-end probes using software
approach. The recent studies show that the standard Poisson-
modulated end-to-end measurement of packet loss accuracy has
to be improved. Thus, here, in this paper we demonstrate the
application of the algorithm for packet loss measurement to
overcome the deficiencies in standard Poisson-based tools. We
also find the transfer rate during the simulation study. We
evaluate the capabilities of our methodology by developing and
implementing a prototype tool, called BADABING. These
simulation experiments done in the java environment
demonstrate the trade-offs between impact on the network and
measurement accuracy. BADABING reports loss characteristics
are far more accurately than traditional loss measurement tools.
The simulation results shown in this research paper shows the
efficiency of the method developed which can be further used for
a number of wide range applications.
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Keywords
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1. INTRODUCTION

Network operators have the ability to passively monitor nodes
within their network for packet loss on routers using SNMP.
End-to-end active measurements using probes provide an equally
valuable perspective since they indicate the conditions that
application traffic is experiencing on those paths. The most
commonly used tools for probing end-to-end paths to measure
packet loss resemble the ubiquitous PING utility. PING-like tools
send probe packets (e.g., ICMP echo packets) to a target host at
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fixed intervals. Loss is inferred by the sender if the response
packets expected from the target host are not received within a
specified time period [1], [2]. Generally speaking, an active
measurement approach is problematic because of the discrete
sampling nature of the probe process. Thus, the accuracy of the
resulting measurements depends both on the characteristics and
interpretation of the sampling process as well as the
characteristics of the underlying loss process. Despite their
widespread use, there is almost no mention in the literature of
how to tune and calibrate [1] active measurements of packet loss
to improve accuracy or how to best interpret the resulting
measurements.

One approach is suggested by the well-known PASTA principle
[2] which, in a networking context, tells us that Poisson-
modulated probes will provide unbiased time average
measurements of a router queue’s state. This idea has been
suggested as a foundation for active measurement of end-to-end
delay and loss [3]. However, the asymptotic nature of PASTA
means that when it is applied in practice, the higher moments of
measurements must be considered to determine the validity of
the reported results. A closely related issue is the fact that loss is
typically a rare event in the Internet [4]. This reality implies
either that measurements must be taken over a long time period,
or that average rates of Poisson-modulated probes may have to be
quite high in order to report accurate estimates in a timely
fashion. However, increasing the mean probe rate may lead to the
situation that the probes themselves skew the results. Thus, there
are trade-offs in packet loss measurements between probe rate,
assurement accuracy, impact on the path and timeliness of results
[11], [12].

Measuring and analyzing network traffic dynamics between end
hosts has provided the foundation for the development of many
different network protocols and systems. Of particular
importance is under-standing packet loss behavior since loss can
have a significant impact on the performance of both TCP- and
UDP-based applications [21]. Despite efforts of network
engineers and operators to limit loss, it will probably never be
eliminated due to the intrinsic dynamics and scaling properties of
traffic in packet switched network. Network operators have the
ability to passively monitor nodes within their network for packet
loss on routers using SNMP. End-to-end active measurements
using probes provide an equally valuable perspective since they
indicate the conditions that application traffic is experiencing on
those paths [1], [2].



The studies developed so far involved the empirical evaluation of
the new loss measurement methodology. To this end, a one-way
active measurement tool called BADABING could be developed
& used. BADABING sends fixed-size probes at specified
intervals from one measurement host to a collaborating target
host. The target system collects the probe packets and reports the
loss characteristics after a specified period of time. We also
compare BADABING with a standard tool for loss measurement
that emits probe packets at Poisson intervals [13], [14]. The
results show that our tool reports loss episode estimates much
more accurately for the same number of probes. We also show
that BADABING estimates converge to the underlying loss
episode frequency and duration characteristics [1], [2].

The paper is presented in the following sequence. A brief
introduction about the related work is presented in the previous
paragraphs. In section 2, the aim of the work undertaken is
presented along with the block-diagram & its explanation.
Section 3 presents the hardware & software requirements to
design the algorithm. The end to the packet loss issues is dealt
with in the section 4. The section 5 explains about the various
types of network measurement techniques used in our work. The
UML diagrams are presented in the section 6. The simulation
results are presented in section 7. Finally, conclusions are
presented in section 8. This is followed by the references & the
author biographies.

2. AIM OF THE WORK UNDETAKEN

The block diagram of the work undertaken in this research paper
is shown in the Fig. 1 [1], [2].

Packets Packets
after loss
Sender ——{[[[]]TIO—> Receiver
Queue

(For Packets loss)

Fig. 1 : Overall block diagram of the work
Existing System

In the existing traditional packet loss measurement tools, the
accuracy of the packet loss measurement has to be improved.
Several studies include the use of loss measurements to estimate
packet loss, such as Poisson modulated tools which can be quite
inaccurate. These are several drawbacks in the existing system,
which can also be mentioned as the minor losses & needs longer
measurement periods [1], [2], [21].

Proposed System

= The purpose of our study was to understand how to measure
end-to-end packet loss characteristics accurately.

=  The goal of our study is to understand how to accurately
measure loss characteristics on end-to-end paths with
probes.

= Specifically, our method entails probe experiments that
follow a geometric distribution to improve the accuracy of
the packet loss measurement [8].
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Modules of the work undertaken in this paper

The modules of the work undertaken could be split up into 5
zonal areas, Vviz.,

e  Packet Separation

Designing the Queue

Packet Receiver

User Interface Design

Packet Loss Calculation

Module Description
The different modules developed in our work are explained using
a step by step as follows [15].

Packet Separation
In this module we have to separate the input data into packets.
These packets are then sent to the Queue [16].

Designing the Queue

The Queue is designed in order to create the packet loss. The
queue receives the packets from the Sender, creates the packet
loss and then sends the remaining packets to the Receiver [17].

Packet Receiver

The Packet Receiver is used to receive the packets from the
Queue after the packet loss. Then the receiver displays the
received packets from the Queue [18], [21].

User Interface Design

In this module, we design the user interface for Sender, Queue,
Receiver and Result displaying window. These windows are
designed in order to display all the processes in this work [19].

Packet Loss Calculation
The calculations to find the packet loss are done in this module.
Thus we are developing the tool to find the packet loss [20].

3. SYSTEM REQUIREMENTS (h/w & s/w)

The system requirements such as the hardware & software
required to develop the work undertaken in this research paper is
shown below.

Hardware:

PROCESSOR PENTIUM IV 2.6 GHz
RAM . 512 MB

MONITOR N

HARD DISK . 20GB

CDDRIVE o 52X

KEYBOARD STANDARD 102 KEYS
Software:

FRONT END JAVA, SWING
TOOLS USED JFRAME BUILDER
OPERATING SYSTEM : WINDOWS XP

4. END-TO-END PACKET LOSS ISSUES

In this section, we discuss some of the issues relating to the end-
to-end packet concepts during our journey of developing the
algorithm’s application [1], [21].



4.1 UDP and TCP based applications

The network layer is responsible for delivering packets to any
destination node within the network, and consequently the
routing of packets is one of the tasks of its protocols. IP is used
by the two main protocols of the transport layer, UDP and TCP,
both providing packet flows between two hosts for application
layer protocols. There is a significant difference between these
two protocols. While TCP provides a reliable flow of packets the
much simpler UDP only transmits packets but does not guarantee
their delivery [3]. UDP is used for example by applications like
the Simple Network Management Protocol (SNMP) and the
Network Time Protocol (NTP), while TCP is used by the File
Transfer Protocol (FTP) and Simple Mail Transfer Protocol
(SMTP) [1], [2].

Loss can have a significant impact on the performance of both
TCP and UDP based applications. Email for example, may
involve text and still images and the performance degradation
caused by losses can be corrected by retransmitting the packets
with the help of TCP. But re-transmissions gradually increases
the load, so increasing the loss and hence the number of re-
transmissions [6]. However, for UDP based applications, like
VolP, timely packet delivery and packet ordering is important.
Packets must reach the destination within a bounded time period

[6].

VolIP has the advantage of not requiring a completely reliable
transport level, although it does need real-time delivery. The loss
of a packet or a single bit error will often only introduce a “click”
or a minor break in the voice output. Some applications already
possess internal probing like Real-Time Control Protocol/ Real-
Time Protocol (RTCP/RTP), where RTCP is used in VolP
signaling and RTP is used to send and receive the voice signal.
However, as IP networks may route packets via different
pathways to their destination, RTP packets may arrive out-of-
order, or be delayed or lost [6]. That is why RTCP is not widely
implemented [7] and is not considered in this paper. From the
Fig. 2, it can be observed that the queue length grows when
aggregate demand exceeds the capacity of the output link. Loss
episodes begin (points a and c) when the maximum buffer size
Q is exceeded. Loss episodes end (points b and d) when
aggregate demand falls below the capacity of the output link and
the queue drains to zero.

buffer
capacity

Qi i N AT

ueue /
lﬁengm /

time

Fig. 2 : Example of the evolution of the length of a queue over
time.

4.2 Causes of Packet Loss

There are two major causes of packet loss in IP networks. One is
congestion, where the network routers/switches are temporarily
sent more packets than their buffers can accommodate. The other
is due to link failure, when all the bits currently in transit on that
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link will be lost. Further packets that are also transmitted down
the broken link will be lost until the Synchronous Digital
Hierarchy (SDH) layer reconfigures a new route around the
failed link. The effect of packet loss on the user depends mainly
on the following three factors [4]:

- Packet Loss Rate
- Packet Loss Distribution
- Packet Size (larger packets contain more information).

Packet loss due to congestion is a fundamental problem in
managed IP networks. A queue forms in a buffer until the router
is able to transmit them on their way.

5. NETWORK MEASUREMENT
TECHNIQUES

Network measurement is part of the responsibilities of the
network management system and hence how the management
information is stored in the agents and retrieved by the manager
has already been illustrated in the previous section [5]. When
referring to measurement, the agent corresponds to the
measurement device. This can be the router itself or additional
measurement equipment. The manager will be the NOC which
collects the data for analysis [1], [2].

5.1. Passive Measurements

Passive monitoring is a means of tracking the performance and
behavior of packet streams by measuring the user traffic without
creating new traffic or modifying existing traffic [7]. It is
implemented by incorporating additional intelligence into
network devices to enable them to identify and record the
characteristics and quantity of the packets that flow through
them. Examples of the types of information that can be obtained
using passive monitoring are [1], [2]

- Bit or packet rates

- Packet timing / inter-arrival timing
- Queue levels in buffers

- Traffic / protocol mixes

The traffic / protocol mix can be used to analyze the usage of
different traffic types or protocols across a link [8] [9] [10].

5.2. Active Measurement

The main drawback of passive monitoring is that it requires full
access to network resources (e.g. routers, SNMP utilization)
otherwise it is impossible to combine into end-to-end QoS
measures. For this reason Active Probing is becoming the default
means of network measurement, and a considerable amount of
recent work has concentrated on developing techniques for active
probing [11] [12] [13]. Active measurement by probing is a
means by which testing packets (probes) are sent into the
network An example technology is the Cisco 10S Service
Assurance Agent (SAA) [14], which uses probe packets to
provide insight into the way customers’ network traffic is treated
within the network. Similarly, Caida and NLANR [15] [16], use
probing to measure network health, perform network assessment,
assist with network troubleshooting and plan network



infrastructure. The network properties/performance are inferred
by either measuring the responses to a stimulus “probe” from the
network (e.g. two-way measurement like Ping) or by collecting
the result at the remote receiving end (e.g. one-way measurement
like One Way Active Measurement Protocol) [1], [2].

6. UML DIAGRAMS

Various concepts are presented in the form of graphical
representations for the improvement of the packet estimation
losses. Some of the diagrams include the use case diagrams, the
class diagrams, the state diagrams, the sequence diagrams & the
collaborative diagrams. These are shown in the Figs. 3 to 7
respectively.

g ‘ (\f’acket Seperaiion?) y ~ - 6 -
NN £ N i ~(Calculation Result)
Sender \ ’ Reciever N 4
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S
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Packet Sender Packet Queue
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Calculation Packet Receiver

Result
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Fig. 5 : Collaboration diagram

Sepearted
Packets

File
Loaded

Fig. 3:

PacketSender
filebyte - Byte[]
lstr - String
@flen - Integer

%PacketSender)
éjElutton 1_actionPerformed|)
@¥iButton2_actionPerformed|)
&jElLmon3_actionF‘erformed[}
main()

PacketQueue
¢flen - Long
Altfr - String
¢loss - Integer

$PacketQueus()
&¥jButton1_actionPerformed|)
main()

Fig. 4

Use-case diagram

PacketReceiver
$flen - Long
fien - String
Gfiltfr - String

®PacketReceiver)
@jElutton1_acti0nF'erf0rmed[}
@PiButton2_actionPerformad()
&jElthtonS_actinnF'erformed[}

main()
Result
®Resy It}
@P¥iButton1_actionPerformed()

: Class diagrams

Packets lost in
Queue

Transfered Packets

to Queue

Received Packets
from Queus

Calculated packet
loss results

®

Fig. 6 : State diagrams
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Fig. 7 : Sequence diagram

7. SIMULATION RESULTS & THE
DEVELOPED GUIs

The simulation is done in the JAVA environment. Codes are
written & when the code is run, after entering various inputs &
other details, the simulation results are observed. The various
graphical user interfaces obtained for the improvement of the end
to end packet loss estimation is presented in the Figs. 8 to 21
respectively.

B packetSender

SENDER

Openthe File :

pr—

-

Status Information

Fig. 8 : Packet sender
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QUEUE

Status Information

Fig. 9 : Packet queue

PacketReciever

RECIEVER

Recieved File Location :

‘l ‘ ‘ Result ‘

Recieved File Content

Fig. 10 : Packet receiver

Open |E| E‘

Lock jr: |5 HOW TO RUN Rl £ ER-

My Recent
Documerits

My Documents

er

=
=
Y S
} 3
g

My Network  File name: ‘How ToRun j

Places

Open
Cancel

s afflies | AllFiles ) |

Fig. 11 : Opening of the file



SENDER

Open the File :
“Ith\IEEE_Papers\ReviEws‘lEEE\suhhu\suhhu\lTJNWﬂQ\HOW TO RUNHow To Run.t)ﬂ‘ ‘ Browse

]

Status Information
Futne o Aeve T aeneT
Packet [1] = Loss Measurement

ITJNW09

‘LInstall jok1.5.
Packet [2] =

2.Set environmental variable for java.

3.
Packet [3] = For Multiple System

A. Enter the address of

Packet [4] = the Queue Sytem in the Queue text file inside th
Packet [5] = e PacketSender

B. Enter the address of the Que

Packet [6] = ue Sytem in the Queue text file inside the Packe
Packet [7] = tReciever

#.Run the Batch files inte followin
Packet [8] =g order

A.PacketSender.bat
B.PacketQueue.b
Packet [9] = at

C.PacketReciever.hat -

Fig. 12 : Opening of the file in sender GUI

PacketQueue

QUEUE

Status Information

Packets Recieving Started

Recieved Packet : [0] = A Geometric Approach to Improving Active Packet
Recieved Packet : [1] = Loss Measurement

TJNWO09 —

1.Install jdk1.5.
Recieved Packet : [2] =

2.Set environmental variable for java.

B
Recieved Packet : [3] = For Multiple System

A. Enter the address of
Recieved Packet ; [4] = the Queue Sytem in the Queue text file inside th
Recieved Packet : [5] = e PacketSender

B. Enter the address of the Que
Recieved Packet : [6] = ue Sytem in the Queue text file inside the Packe
Recieved Packet : [7] = tReciever =

International Journal of Computer Applications (0975 — 8887)
Volume 6- No.1, September 2010

B PacketReciever

RECIEVER

Recieved File Location :

‘ ‘ Result ‘

Recieved File Content

Packets Recieving Started

Recieved Packet : [0] = A Geometric Approach to Improving Active Packet
Recieved Packet :[1] =

2.Set environmental variable for java.

Recieved Packet : [2] = For Multiple System

A.Enter the address of

Recieved Packet : [3] = the Queue Sytem in the Queue text file inside th
Recieved Packet : [4] = e PacketSender

B. Enter the address of the Que

Recieved Packet : [5] = ue Sytem in the Queue text file inside the Packe
Recieved Packet : [6] = tReciever

#.Runthe Batch files inte followin
Recieved Packet : [7] = g order

Fig. 14 : After receiving the contents of the file

e

B Result

RESULT

A Geometric Approach to Improving Active Packet
2.Set environmental variable for java.
3.For Multiple System

A.Enter the address of the Queue Sytem inthe Queue text file inside the PacketSender
B. Enter the address of the Queue Sytem in the Queue text file inside the PacketReciever

4.Run the Batch files inte following order
APacketSender.bat

B.PacketQueue.bat
C.PacketReciever.bat

Loss (Paisson) 0.0477115625 KB Loss (Badabing) 00478515625 KB
Transfer Time : 5.046 Seconds Total Packet Size |9.4462890625 KB
Transfer Rate : |.08844412653586999 kbps E

Fig. 13 : Starting of the packets receiving

Fig. 15 : The final end result

[D:\Prashanth\I1EEE_Papers:\Reviews\I EEE\subbussubbusITJNHB?\SOURCE GODE\SEndEr)_]’au!
lac *_ java

Note: PacketSender.java uses or overrides a deprecated API.

Note: Recompile th -Rlint:deprecation for details.

D:\Prashanth~\1EEE_Papers\Reviews\IEEEssubbursubbus\ITJNUBISSOURCE CODENSender>jay
la PacketSender

Loading File
I Geometric Approach to Improving Active Packet Loss Measurement

1TJNE?
.Install jdki.5.
2.Set environmental variable for java.

[3.For Multiple System

A. Enter the address of the Queue Sytem in the Queue text file inside th
e PacketSender

B. Enter the address of the Queue Sytem in the Queue text file inside th]
e PacketReciever

Fig. 16 : CMD-1



WINDOWSsystem32icmd. exe o m| ﬁ

2.5et environmental variable for java.

[31For Multiple System

A. Enter the address of

[41the Queue Sytem in the Queue text file inside th
[51e PacketSender

B. Enter the address of the Que

[6]ue Sytem in the Queue text file inside the Packe
[7?1tReciever

4_Run the Batch files inte followin
Packet [81g order

A.PacketSender.bat

B.PacketQueue.b
[Packet [91at

C.PacketReciever.bat
Sending Packets

[Packets Sending Completed

Fig. 17 : CMD-2

\WINDOWS\system32\cmd.exe

D : \Prashanth\1EEE_Papers:\Reviews\IEEExsubbu\subbhu\ITJNHAI\SOURCE CODEMQueue )jauau

c PacketQueue. java

D :\Prashanth\IEEE_Papers-\Reviews\]EEE\subbursubbusITJNHB?NSOURCE CODENGueue?javal
PacketQueue
boocooonoaoontPackets ire Arriving From The Soupcexssototess
: [B] = A Geometric Approach to Improving Active Packet
¢ [1]1 = Loss Measurement

2_.5et environmental variable for java.

: [31 = For Multiple System

A. Enter the address of
: [4] = the Queue Sytem in the Queue text file inside th
: [51 = e PacketSender
B Entex t]\e address of the Que
[6] ten in the Queue text file inside the Packe

Fig. 18 : CMD-3

v C:\WINDOWS\system32\cmd.exe

2.8et environmental variable for java.

: [31 = For Multiple System

A. Enter the address of

: [4] = the Queue Sytem in the Queue text file inside th
[5] = e PacketSender

B. Enter the address of the Que

: [6]1 = ue Sytem in the Queue text file inside the Packe

¢ [?1 = tReciever

4.Run the Batch files inte followin
Packet : [81 = g order

A.PacketSender.bat
B.PacketQueue.h
[Packet : [9]1 = at
C.PacketReciever.hat
[Flen = 457
Filelength = 10.8

Packets Sending Completed

Fig. 19 : CMD-4

\WINDOWS\system32\cmd.exe

D : “Prashanth\IEEE_Papers“Reviews\]EEExsubbu\subbu\ITJHHB?NSOURCE CODE\Reciever
lavac PacketReciever

Mote: PacketReciever:java uses or overrides a deprecated API.

Hote: Recompile with -Elint:deprecation for details

D : \Prashanth\I1EEE_Papers\Reviews\1EEE\subbur\subbus\ITJNUB?NSOURCE CODE\Reciever’j
lava PacketReciever

poooooosooooosPackets ire Areiving From The Queueosooooos

Packet : [@] = A Geometric Approach to Improving Active Packet

Packet : [11 =

2.5et environmental variable for java.

: [2]1 = For Multiple System

A. Enter the address of

: [31 = the Queue Sytem in the Queue text file inside th

: [4]1 = e PacketSender

B. Enter the address of the Qu

H [5] = ue Sytem in the Queue text file inside the Packe
= tReciever

Flg 20 : CMD-5
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S50
[ ]

4_Run the Batch files inte followin
Packet : [7] = g order

A.PacketSender.bat

B.PacketQueue.b
Packet : [B1 = at

C.PacketReciever bat

R R R R R R R R R R R R R R R R SRR R RN SRR R

Tine taken to Transfer = 5.846 Seconds
Result

8 = 0.4462890625 KB
Transfer Rate = B 08344412653586999 khps

Fig. 21 : CMD-6

8. CONCLUSIONS

The research work presented in this paper is towards the
application of a graphical user interface cum simulation based on
the tool named BADABING to find the packet loss accurately by
measuring the end-to-end packet loss characteristics such as the
transfer rate for a packet per second and the probability of the
packets being lost in a network, within a set of active probes.
Simulations are performed in the java environment & the results
are observed.  Specifically, our method also gives some
information that follow a geometric distribution to enable more
accurate measurements than standard Poisson probing and other
traditional packet loss measurement tools [1], [21].

The purpose of our study was to understand how to measure end-
to-end packet loss characteristics accurately with probes and in a
way that enables us to specify the impact on the bottleneck queue
simple Poisson probing is relatively ineffective at measuring loss
episode frequency or measuring loss episode duration, especially
when subjected to TCP (reactive) cross traffic using the
simulations. The simulation work is shown in such a way that
the performance of the accompanying estimators relies on the
total number of probes that are sent, but not on their sending
rate. Moreover, simple techniques that allow users to validate the
measurement output are introduced. Our works demonstrate that
BADABING, in most cases, accurately estimates loss frequencies
and durations over a range of cross traffic conditions [1], [21].
For the same overall packet rate, our results show that
BADABING is significantly more accurate than Poisson probing
for measuring loss episode characteristics.  The outputs
presented in the above figures show the effectiveness of the
research work developed.
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